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
7KHILUVWOD\HURIHQFU\SWLRQLQYROYHV$(6HQFU\SWLRQIXQFWLRQZKLFKWDNHVWKHVHQVLWLYHWH[WXDOGRFXPHQWDQGD
PHVVDJHHQFU\SWLRQNH\³.H\´DVSDUDPHWHUVWRLW8VLQJWKHVHWZRSDUDPHWHUVDFLSKHUWH[WLVJHQHUDWHG

7KHVHFRQG OD\HURIHQFU\SWLRQ LQYROYHVKLGLQJ WKHFLSKHU WH[W LQWRDQDXGLR ILOHZKLFK LV WUDQVIHUUHGRYHU WKH
QHWZRUN8VLQJWKH&KLQHVH5HPLQGHU7KHRUHP&57LWLVSRVVLEOHWRHQFRGHWKHDXGLRILOH7KHRULJLQDODXGLRILOH
LVEHLQJVSOLWXSLQWRQVKDUHV'HFRGLQJFRXOGEHGRQHE\VLPSO\VWDFNLQJXSNVXEVHWRIQVKDUHV7KHQXPEHUN
VKRXOGEHVHOHFWHGVXFKWKDWLWVKRXOGEHKDOIRUPRUHWKHDFWXDOQXPEHURIVKDUHVQ3URSRVHGVFKHPHXVHVNQ
DFFHVVVWUXFWXUHVFKHPHLQZKLFKWKHVHFUHWDXGLRLVHQFU\SWHGLQWRQQXPEHURIVKDUHVVXFKWKDWDWOHDVWNVKDUHVDUH
FRPELQHGWRUHYHDOWKHDXGLRDWWKHUHFHLYHUHQG
7KLVSDSHULVGLYLGHGLQWRWKHIROORZLQJVHFWLRQV
6HFWLRQH[SODLQVWKHOLWHUDWXUHVXUYH\GHSLFWLQJWKHH[LVWLQJV\VWHPVRQWKHDXGLRHQFU\SWLRQFRPSOH[LWLHVDQG
WKHSURSRVHGV\VWHP6HFWLRQGHVFULEHVWKHSUREOHPVWDWHPHQWDQGWKHFRPSOHWHZRUNLQJRIWKHSURSRVHGVHFXULW\
V\VWHP,Q6HFWLRQVRPHRIWKHH[SHULPHQWDOUHVXOWVDUHVKRZQ6HFWLRQJLYHVWKHFRQFOXVLRQVGUDZQDQGIXWXUH
ZRUN
/LWHUDWXUH6XUYH\
:LWKWKHGHYHORSPHQWRIQHWZRUNDQGPXOWLPHGLDWHFKQRORJ\PXOWLPHGLDGDWDVXFKDVLPDJHVDXGLRYLGHRILOHV
DUHPRUH IUHTXHQWO\ XVHG LQ GD\ WR GD\ WUDQVDFWLRQV ,Q RUGHU WR VDIHJXDUG WKH VHQVLWLYH LQIRUPDWLRQRQSROLWLFV
PLOLWDU\ UHVHDUFKZRUNV(WFPDQ\DOJRULWKPVDUH LQWURGXFHGDQGGHYHORSHG7KH OLWHUDWXUHVXUYH\HODERUDWHV WKH
IDFWWKDWWKHUHLVORWRIVFRSHIRULPSURYHPHQWLQWKHILHOGRIDXGLRHQFU\SWLRQ7KHPRVWFKDOOHQJLQJZRUNFRXOGEH
WRUHPRYHWKHGHILFLHQFLHVIRXQGLQWKHHDUOLHUWHFKQLTXHVZLWKUHVSHFWWRWKHFRQVXPSWLRQRIWKHQHWZRUNEDQGZLGWK
XQDEOHWRGHFRGHWKHPHVVDJHGXHWRVRPHRIWKHVKDUHVJHWWLQJORVWGXULQJWUDQVPLVVLRQFRPPXQLFDWLRQFKDQQHOV
JHWWLQJKDFNHGIDLOXUHRIWKHWUDQVPLVVLRQPHGLXPFRPSOH[LW\LQHQFRGLQJDQGGHFRGLQJRIWKHDXGLRILOHVODWHQF\
LQWUDQVIHUULQJWKHILOHV
7KHSURSRVHGV\VWHPXVHV NQVFKHPHRIDXGLRHQFU\SWLRQZKHUHDQDXGLR ILOH LVGLYLGHG LQWRQQXPEHURI
VKDUHVXVLQJWKH&KLQHVHUHPDLQGHUDOJRULWKP7KHVHQVLWLYHWH[WLVWKHQHPEHGGHGLQWRWKHVHQVKDUHVXVLQJWKH
/6%LQVHUWLRQWHFKQLTXH/HDVW6LJQLILFDQWELW/6%LVRQHRIWKHSRSXODUWHFKQLTXHZKLFKLVXVHGIRUKLGLQJWKH
LQIRUPDWLRQLQWKHWUDQVPLVVLRQPHGLXP$VXEVHWNQXPEHURIVKDUHVDUHEHLQJFRQILJXUHGVXFKWKDWDQDXGLRILOH
FRXOGEHGHFRGHGDWWKHUHFHLYHUHQGZLWKWKHVHQXPEHUVRIVKDUHVZKHUHNLVKDOIRUPRUHWKHWRWDOQQXPEHURI
VKDUHV7KLVLVVLPLODUWRVSOLWWLQJQXSDQREMHFWWH[WDQGGLVWULEXWLQJWKHPDPRQJWKHYDULRXVSHRSOHVKDUHV
7KHHQGXVHUZRXOGFROOHFWVXIILFLHQWQXPEHUNRISLHFHVWRIRUPWKHREMHFW7KUHVKROG6HFUHWVKDULQJVFKHPHZDV
SURSRVHGE\6KDPLUEDVHGRQDSRO\QRPLDORIGHJUHHNWRDQ\VHWRINSRLQWVWKDWOLHRQWKHSRO\QRPLDO
7KHEHQHILWRIWKLVVFKHPHLVWKDWDXGLRILOHFRXOGEHUHWULHYHGDWWKHGHVWLQDWLRQZLWKWKHPLQLPXPQXPEHURI
VKDUHVZKLFKVDYHVQHWZRUNEDQGZLGWKDQGFRQJHVWLRQ7KHVHFRQGDGYDQWDJHLVWKDWHYHQLIVRPHRIWKHVKDUHVJHW
ORVW LQ WKHQHWZRUN WKHDXGLR ILOHFRXOGVWLOOEH UHWULHYHGZLWK WKH UHPDLQLQJVKDUHV7KLVDYRLGV WKHVHQGHU IURP
UHVHQGLQJWKHORVWVKDUHV7KHWKLUGDGYDQWDJHLVWKHGHOD\LQWUDQVIHURIILOHVFRXOGEHDYRLGHGE\HQFU\SWLQJWKHVH
VKDUHVLQSDUDOOHO7KHVKDUHVDUHWKHQWUDQVIHUUHGYLDGLIIHUHQWSRUWVVRDVWRGHFUHDVHWKHKDFNHUDWWDFN
:RUNLQJRIWKH3URSRVHG6\VWHP
:LWKWKHDGYDQFHPHQWRIWKHPXOWLPHGLDWHFKQRORJ\WKHUHDUHHQRUPRXVDPRXQWRILQIRUPDWLRQH[FKDQJHWDNLQJ
SODFHLQWKHQHWZRUN$VWKLVGHPDQGLVEHLQJSURJUHVVLYHO\LQFUHDVLQJWKHUHLVUHTXLUHPHQWIRUVWURQJDQGHIILFLHQW
\HWVLPSOHHQFU\SWLRQWHFKQLTXHV
0XOWLOD\HUHG VHFXULW\ LV LQWURGXFHG WR PDNH WKH GDWD PRUH VHFXUH 7KH ILUVW OD\HU XVHV WKH $(6 WR HQFU\SW WKH
VHQVLWLYHLQIRUPDWLRQDVLWLVFRQVLGHUHGWREHRQHDPRQJWKHWRSFLSKHUVIRULWVPDVVLYHFRPELQDWLRQRINH\V7KH
VHFRQG OD\HURI VHFXULW\FRPHV LQZKHQ WKHHQFU\SWHG WH[W LVKLGGHQ LQVLGH WKHDXGLRPHGLXP7KH WKLUG OD\HURI
VHFXULW\FRPSULVHVRIHQFU\SWLQJWKHDXGLRILOHE\GLYLGLQJLWLQWRGLIIHUHQWVKDUHVVD\Q7KHHQFU\SWHGWH[WLVLQ
WXUQKLGGHQLQVLGHWKHVKDUHVXVLQJ/6%7KHHQGV\VWHPFDQVWDFNXSWKRVHVKDUHVGHFU\SWWKHPXVLQJWKHLQYHUVH
IXQFWLRQSRO\QRPLDO LQWHUSRODWLRQ WRREWDLQ WKHHQFU\SWHG WH[W7KHHQFU\SWHG WH[W LV IXUWKHUGHFU\SWHGXVLQJ WKH
SULYDWHNH\WRUHFRQVWUXFWWKHRULJLQDOPHVVDJH
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7KLVPHWKRGSRVHVDGYDQWDJHZKHUHWKHUHFHLYHUGRHVQRWH[SHFWDOOQVKDUHVIURPWKHVHQGHUWRUHFRQVWUXFWWKH
PHVVDJH7KHVKDUHVDUHWUDQVIHUUHGYLDGLIIHUHQWSRUWVWRLQFUHDVHVHFXULW\7KHGLVDGYDQWDJHFRXOGEHLIWKHKDFNHU
FRXOGJHWDFFHVV WRDOO WKHFKDQQHOV WKURXJKZKLFK WKHVHVKDUHVDUHEHLQJ WUDQVIHUUHGDQGDOVR WKHSULYDWHNH\ WR
GHFU\SWWKHHQFU\SWHGWH[WKHVKHFRXOGJDLQDFFHVVWRWKHLQIRUPDWLRQ7KLVKRZHYHULVDYHU\FRPSOH[WDVN

3.1. Architecture 
7KHVHQGHUHQFU\SWVWKHVHOHFWHGVHFUHWPHVVDJHDQGKLGHVLWLQDFDUULHUPHGLXP$(6(QFU\SWLRQIXQFWLRQWDNHV
DVHFUHWWH[WDQGDPHVVDJHHQFU\SWLRQNH\³.H\´DVSDUDPHWHUVWRLW8VLQJWKHVHWZRSDUDPHWHUVDFLSKHUWH[WLV
JHQHUDWHG7KLVFLSKHUWH[WLVKLGGHQLQDVHOHFWHGZDYDXGLRILOHZKLFKIRUPVDVWHJRDXGLRILOH7KH$XGLRILOHLV
GLYLGHGLQWRQVKDUHVDQGWKHFLSKHUWH[WLVSDUWLDOO\KLGGHQLQWKH/6%RIWKHVHVKDUHV$VXEVHWRINVKDUHVZKHUH
N! QLVEHLQJWUDQVIHUUHGRYHUWKHQHWZRUNWKURXJKWKHGLIIHUHQWSRUWVLQRUGHUWRDYRLGLQWUXGHU¶VDWWDFN7KH
VKDUHV DUH FRPELQHG DW WKH UHFHLYHU HQG 7KH UHVXOW LV WKH (QFU\SWHG 6WHJR$XGLR ILOH 7KH FLSKHU WH[W DQG WH[W
GHFU\SWLRQNH\³.H\´LVSDVVHGDVDSDUDPHWHUWRDQ $(67H[W'HFU\SWLRQIXQFWLRQDQGWKHVHFUHWWH[WLVREWDLQHG
EDFN
3.2. Sender Side Module 
$V VKRZQ LQ WKH EHORZ)LJXUH$(6(QFU\SWLRQ IXQFWLRQ WDNHV D VHFUHW WH[W DQG DPHVVDJH HQFU\SWLRQNH\
³.H\´DVSDUDPHWHUVWRLW8VLQJWKHVHWZRSDUDPHWHUVDFLSKHUWH[WLVJHQHUDWHG7KLVFLSKHUWH[WLVKLGGHQLQD
VHOHFWHG DXGLR ILOH RI WKH ZDY IRUPDW ZKLFK IRUPV D 6WHJR $XGLR ILOH $V SDUW RI WKH $XGLR HQFU\SWLRQ
SUHSURFHVVLQJRIWKHDXGLRLVGRQHWRUHPRYHUHGXQGDQWGDWD)RUSURYLGLQJPRUHVHFXULW\6WHJRDXGLRILOHLVIXUWKHU
VSOLWXSLQWRGLIIHUHQWVKDUHVQXVLQJWKHSRSXODU&KLQHVH5HPLQGHU7KHRUHP&57,QWKH4XDQWL]DWLRQVWHSZH
SHUIRUPWKHVHOHFWLRQRINVKDUHVWKDWQHHGWREHVHQWWRWKHUHFHLYHU7KHVHQGHUQHHGVWRNQRZWKH,3DGGUHVVRIWKH
UHFHLYHU 7KH VKDUHV DUH VHQW RYHU GLIIHUHQW FKDQQHOV WR VDIHJXDUG IURP LQWUXGHU DWWDFNV$ VXEVHW RI N VKDUHV LV
VHOHFWHGUDQGRPO\IURPWKHWRWDORIQVKDUHVWRWUDQVIHUWRWKHUHFHLYHU7KLVVDYHVQHWZRUNEDQGZLGWKXWLOL]DWLRQ

)LJ6HQGHU6LGH0RGXOH

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3.3. Steganalysis Technique using Audio 
7KHDXGLRILOHZKLFKLVXVHGDVDPHGLXPWRKLGHWKHDFWXDOPHVVDJHLVGHFRPSRVHGLQWRQQXPEHURIVKDUHVVXFK
WKDWWKHDFWXDOILOHFRXOGEHREWDLQHGE\VWDFNLQJDWOHDVWNQXPEHURIVKDUHVZKHUHN Q! Q(DFKHQFU\SWHG
VKDUHVFRQWDLQVSDUWLDOHQFU\SWHGSRUWLRQRIWKHVHFUHWGDWD8VLQJDPLQLPXPRIQQXPEHURIVKDUHVRULJLQDOWH[W
FRXOGEHUHWULHYHG

6WHSVIRUFUHDWLQJVKDUHVDWWKH6HQGHU6LGH
6KDPLU¶VWHFKQLTXHLVEDVHGRQ&57ZKLFKLVXVHGIRUVKDUHFUHDWLRQ7KLVDSSURDFKXVHVQQDFFHVVVWUXFWXUH
ZKLFKPHDQVQVKDUHVLVUHTXLUHGDWWKHUHFHLYHUHQGWRUHFUHDWHWKHRULJLQDOPHVVDJH:HKDYHXVHGNQDSSURDFK
ZKLFKUHTXLUHVPLQLPXPRINVKDUHVWRUHWULHYHEDFNWKHRULJLQDOGDWD
$VVXPH6WREHWKHVHFUHWPHVVDJHQDVWKHWRWDOQXPEHURIVKDUHVDQGPDVWKHVXEVHWRIQVKDUHV
6WHS&KRRVHDYHU\ODUJHSULPHQXPEHULQWHJHUVXFKWKDW3!6DQG3!Q
6WHS&KRRVHDUDQGRPPVHTXHQFHRIFRHIILFLHQWDD««DP/HWD 6
6WHS&RPSXWHWKHSRO\QRPLDOLQWHUSRODWLRQI[ DD[D[««««DP[P
6WHS&RQVWUXFWWKHSRLQWV[L\M LILPRGSZKHUHL ««Q
)LJ&UHDWLRQRIQ6KDUHV
7R UHFRQVWUXFW WKH VHFUHW D PLQLPXP RI Q ZRXOG EH VXIILFLHQW &RPSXWH WKH /DJUDQJH¶V SRO\QRPLDOV
HTXDWLRQ


)LJ6WDFNLQJRIN6KDUHV
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/HDVWVLJQLILFDQWELW/6%LQVHUWLRQLVDFRPPRQVLPSOHDSSURDFKXVHGWRHPEHGLQIRUPDWLRQLQDWUDQVPLVVLRQ
PHGLXP7KHOHDVWVLJQLILFDQWELWWKELWRIVRPHRUDOORIWKHE\WHVLVFKDQJHGWRDELWRIWKHVHFUHWPHVVDJHWKXV
HQDEOLQJWRKLGHWKHVHFUHWWH[WLQVLGHDSUHSURFHVVHGDXGLRILOHZDY
)RUHJ,IWKH$OSKDEHW$$6&,,%LQDU\KDVWREHHPEHGGHGLQWRDQDXGLRILOHWKHQVD\IRU
LQVWDQFHZHKDYHWKHIROORZLQJJULGRIDSUHSURFHVVHGDXGLRILOH



8VLQJWKH/6%RQO\WKHODVWELWZLOOQHHGWREHFKDQJHG6RWKHFKDQJHGJULGZRXOGORRNOLNHWKLV



3.4. Receiver end module 
$VVKRZQLQWKHEHORZGLDJUDP)LJXUHWKHUHFHLYHUVLGHZRUNVLQUHYHUVHRIWKHRSHUDWLRQVGRQHDWWKHVHQGHU
VLGH7KLVLVGRQHVRDVWRUHJHQHUDWHRULJLQDOPHVVDJH7KHPXOWLSOHLQFRPLQJDUURZVGHQRWHLQFRPLQJVKDUHVIURP
PXOWLSOHFKDQQHOV


)LJ5HFHLYHU6LGH0RGXOH

([SHULPHQWDO5HVXOWV
4.1. At the server console 
,QSXW7H[WILOH:ULWLQJVHQVLWLYHLQIRUPDWLRQWKDWQHHGVWREHWUDQVIHUUHGWRWKHGHVWLQDWLRQLQWRDQRWHSDG

%URZVLQJWKHWH[WILOHDQG&KRRVLQJDQDXGLRILOHZDYWRHPEHGWKHWH[WILOHDIWHUEHLQJHQFU\SWHGE\WKHVHQGHU
ZLWKKLVKHUSULYDWHNH\7KHDXGLRILOH LV VSOLW LQWRVKDUHVRIVL]HE\WHVDQGVHQWYLDSRUWZKLFK LV
VKRZQLQWKHORJUHSRUWEHORZ

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
)LJ6HQGHU/RJ

4.2. At the receiver console 

$WWKHUHFHLYHUHQGWKHSRUWLVDFFHVVHGWRUHFHLYHWKHVKDUHV7KHVKDUHVZKLFKZHUHUHFHLYHGDUHEHLQJ
FRPELQHGDWWKHUHFHLYHUHQGWRREWDLQWKHDXGLRILOH7KHSULYDWHNH\RIWKHHQGXVHULVXVHGWRGHFU\SWWKHPHVVDJH
7KLVLVVKRZQLQWKHORJUHSRUWEHORZ


)LJ5HFHLYHU/RJ

&RQFOXVLRQV
$PXOWLOD\HUHGDSSURDFKZKLFKLQFOXGHV$(6DQG$XGLREDVHGFU\SWRJUDSK\WHFKQLTXHLVEHLQJSURSRVHGZKLFK
LVVXLWDEOHIRUPXOWLPHGLDHQFU\SWLRQDQGGHFU\SWLRQ7KLVPHWKRG LVRI ORZFRVW UHOLDEOHVXSSRUWVGLUHFWELW UDWH
FRQWURO DQG LV PRUH UREXVW WR WUDQVPLVVLRQ HUURUV 7KHVH FKDUDFWHULVWLFV PDNH LW PRUH DSSOLFDEOH IRU WKH FXUUHQW
QHHGV7KLVWHFKQLTXHFRXOGEHH[WHQGHGWRYLGHRHQFU\SWLRQZKLFKZLOOEHDQDO\]HGLQGHWDLOLQIXWXUHZRUN

5HIHUHQFHV
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